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Executive Summary

The June 2026 Identity Salon examined a problem that is becoming increasingly visible
across identity, security, and Al systems: organizations have many of the technical
components needed to support complex access, trust, and risk decisions, but those

components do not necessarily produce a coherent decision system when connected.

The first discussion tested a functional model introduced in the pre-reading:

Identity + Action Context + Signals —» Policy — Decision -~ Runtime Enforcement - Execution - Audit

The model describes how an outcome may be assembled across identity providers, risk
systems, policy engines, gateways, applications, infrastructure controls, automation
platforms, and audit systems. Each component may work correctly within its own scope,

while the complete decision remains difficult to understand, predict, or reconstruct.

The second discussion tested a proposed agentic trust architecture built largely from
mechanisms that already exist. The proposal combined workload identity, an agent
registry, a gateway, a trust broker, authorization and relationship data, transaction-
specific credentials, Shared Signals, and an observability layer. Rather than beginning
with a new agent identity protocol, it asked how current components might be

assembled into a usable trust fabric.

To make the implications concrete, consider a simple scenario used throughout this

report:

An employee asks an Al travel agent to book a particular hotel within a stated
budget. The agent identifies itself, discovers the relevant booking service,

obtains limited authority for the transaction, and completes the booking.

Even this apparently straightforward task raises several questions.
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Can the service distinguish the employee from the agent? Does the agent receive all of
the employee’s travel-system access or only what this booking requires? How is the
instruction to book a particular hotel represented? What happens if the agent selects a
different hotel while remaining within budget? Which system decides whether that
action is permitted? What evidence remains afterward? The Salon discussion showed
that these questions cannot be reduced to “Al is non-deterministic” or “we need better

authorization.”

Machine-learning systems have contributed probabilistic risk and fraud assessments for
years. Core policy and enforcement controls remain deliberately deterministic. The more
useful question is where uncertainty enters the decision path: signal generation,
interpretation of context, task planning, tool selection, execution, or downstream

interpretation.

Authorization also has limits. It can constrain which APIs, resources, operations, or data
an agent may access. It cannot always determine whether the agent interpreted the
task correctly. An agent may be technically authorized to book travel while still violating

the instruction to book one particular hotel.
Several conclusions followed:

e Probabilistic analysis should be separated from deterministic authorization and
enforcement.

e An agent should receive its own restricted authority rather than impersonating a
user.

e The initiating principal, acting workload, delegated task, and resulting action should
remain distinguishable.

e Hard controls are more credible when enforced around an Al model rather than
expressed only within its instructions.

e Trust-domain boundaries are important points for re-evaluating identity, authority,
and policy.

e Registries need to connect agent instances to governed classes, ownership, lifecycle,
mission, and provenance.
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e Observability must link decisions to actions without requiring organizations to retain
every prompt or internal model event.

e Concrete reference architectures are valuable because they show where context,
authority, and assumptions are lost.

The proposed trust architecture provided a plausible starting point. Participants largely
tested it through clarification rather than rejecting its foundations. At the same time, the
discussion showed that the problem is not merely one of assembling existing
components. The architecture addresses lifecycle and transaction evidence at a
conceptual level, but important questions remain about how those mechanisms should
work in practice, alongside broader gaps in semantics, delegation, signal interpretation,

and cross-domain authority.

The industry has many of the pieces, and participants broadly agreed that an acting
workload needs an identity distinct from the person or organization behind it. It does
not yet have sufficient agreement about which identity properties, relationships,
context, authority, and decision evidence must remain meaningful as a transaction

moves between systems and trust domains.

How to Read This Report

This report is a companion to two documents distributed prior to the Las Vegas Salon:

e |dentity Systems Under Pressure, the pre-reading that introduced the functional
decision model; and

e You Already Have the Pieces. Now Build It., which proposed an agentic trust
architecture assembled from existing identity and security mechanisms.

It does not reproduce either document—we recommend you read all three in

conjunction—and instead focuses on what the discussion added:

e where participants challenged or refined the original arguments;
e what the proposed architecture looks like when applied to a concrete transaction;
e Wwhere identity and authorization controls reach their limits;


https://d5hxnz04.na1.hubspotlinksstarter.com/Ctc/2Q+113/d5HXnz04/VWJQbk2hNPz9N4BV8hgx71G4VXkGBG5Q1Yk3MhPPRg5kBVzW5BWr2F6lZ3lVW96xG5-7XsdS7W3tbQtG6jXTfpW6lp5vb5rqFyjW2r9qWg8Xp7GkW575ZlD14Y1BjW8LKx4-4j5nTXW7_mkSg1407ztW2HRz5s8zfL2vW97LmQm2Y26r5W7yRJp6268l8GN7qFR-Mltl21W9l3vsS1rms0MW7TXmQ_5DQlm3W2tYvrn6kpJThW6zFTl_2Y8WJpW7KVhhz7XsVyqW3C7lJP9cV82PW8clDwk34YKM_W5L-Mbj7fV2njW5p1vBr2JtRFqW4q4stm8N59GJW11lT4z4XnGRpVqmLJM5tVJ8SW3Rr-_38FMZvXW6HhD_02PTB6tN30LJ4LR4zycW52f2W02wBD-LV-5SVR5-6TR4W274bk17tZt8nW7gjd747vwjM6W23m4S98g-7tMW56WbH-1x2DSqW5gnYpR94y83vN3dHRwbRyr-Hf4JcYBq04
https://www.theidentityunderground.com/post/you-already-have-the-pieces-now-build-it
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e and what implementers, vendors, and standards communities should do next.

Why This Matters Operationally

The issues discussed in Las Vegas are not theoretical problems that would arise only in
highly autonomous systems. They appear today in 'classical' systems whenever
decisions are assembled across multiple identity, security, risk, and automation
products. Automation (through Al or otherwise) accelerates, amplifies, and extends the

issues, but does not directly give rise to them.
The discussion and pre-reading point to four recurring failure patterns.

1. A valid credential can be used outside the intended task

The employee may have broad permission to arrange travel. If the travel 'agent'
receives equivalent authority, it may be able to book any hotel, change existing
reservations, or access unrelated travel records. The credential is valid. The action
may be within the broad entitlement. It may nevertheless exceed the bounds of the

task the employee was assigned.

2. A derived assessment can be mistaken for a fact

A fraud or anomaly system may classify the booking as high risk. Another system

may receive that classification without knowing:

which model produced it;

which data informed it;

how fresh it is;

how confident the model was;

or whether it was intended as advice or as a policy outcome.

The receiving system may then treat a probabilistic assessment as an authoritative

statement.



® The .
p- Identity
[ Salon~

3. A downstream service may not know who is acting
If the agent simply uses the employee’s token, the booking service may 'see' only the
employee.

The service cannot distinguish:

the person actually responsible for the request;
the workload that interpreted it;

the particular instance that acted,

or the authority delegated for this transaction.

The logs may show that the employee booked a hotel even though an agent

selected and executed the transaction.

4. Logs may show what happened without showing why

The booking platform may record the reservation. The gateway may record a
request. The policy engine may record an allow decision. The agent platform may

retain a conversation.
Unless those records are connected, the organization may be unable to determine:

which task was active;

what authority the agent had;

which signals affected the decision;

which policy was evaluated;

or why the selected hotel was considered acceptable.

Each system may have worked as designed. The resulting decision may still be

difficult to explain.

Subscribe to receive the full report
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Conclusion

The identity industry has spent decades building mechanisms for authentication,
federation, provisioning, authorization, workload identity, signaling, attestation, and
auditing. Agentic systems do not make that work obsolete, but they do reveal where the

connections remain weak.

The central challenge is not merely identifying an agent or creating a more advanced
policy engine. It is preserving enough meaning as identity, context, authority, decisions,

and actions move among systemes.
The June Salon sharpened several points.

Probabilistic systems do not occupy one fixed place in the architecture. Uncertainty may
arise in signal generation, interpretation, task planning, or execution. Deterministic

controls can still govern access around those points.

Authorization remains essential, but it cannot guarantee that an agent understands a
task correctly. It must be combined with distinct identity, restricted authority, task-

specific constraints, external enforcement, and linked observability.

Delegation must preserve the difference between the responsible principal and the
acting workload. An agent should receive authority appropriate to a transaction, not

simply inherit a person’s identity and permissions.

Trust-domain boundaries offer the strongest points for interoperable control. They are
where systems can require explicit identity, provenance, authority, transaction context,

and local policy evaluation.
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Concrete architectures are valuable even when they do not define every interface. The
proposed trust model showed that many components can be assembled now in a
modular architecture while also exposing unresolved issues around semantics,

relationships, registries, lifecycle, credential chaining, and evidence.

The industry already has many of the pieces. The work now is to determine what must
remain true as a decision moves from identity to action—and to preserve enough

evidence to know whether it did.
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